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Abstract.
This paper highlights the concepts and results of
our research leading to demonstrations during
the period 2005-2007 to develop a flexible and
simple access control model and corresponding
support tools to provision multi-domain optical
network resources on demand. The paper
introduces the general network resources
provisioning model that extends the Generic
AAA Authorisation sequences for multi-domain
scenarios and explains how token based access
control and policy enforcement can be used
during the provisioned resource access. To build
a solid conceptual foundation for the proposed
token based access control, the paper revisits
existing token definition and proposes a new
definition in the context of our research (this
paper). The paper subsequently explains the use
of tokens during different stages of the lightpath
provisioning process. The paper identifies and
describes two major scenarios in multidomain
lightpath provisioning: The chain and tree
approaches that correspond to federated
provider
based
multi-domain
resource
management and centralized management
typical for current Grid based resource
management. The proposed token concept allows
simple combination of the access control
enforcement at different networking layers: the
packet layer, the path layer, and the service
layer. The paper provides a brief description of a
few experiments and demonstrators that proves
the proposed concepts and solutions that
illustrates its acceptance by a wider networking
community.
1.0 Introduction
Modern
high
performance
distributed
applications, dealing with high volumes of data,
increasingly require dedicated high-speed optical
network connections that are provisioned in an
on-demand fashion. This type of resource is
commonly referred to as a lightpath 1. Projects,
such as OptIPuter 2, envisage a LambdaGrid,
where lightpaths are tightly coupled with
computational resources. A LambdaGrid
coordinates dynamic provisioning of end-to-end

circuits using Grid concepts. On the other hand,
large Grid projects such as the LHC Computing
Grid 3 use their own dedicated network
infrastructure, designed to handle the required
data volumes without being tightly coupled to
computational resources. In our paper we will
not target such applications but consider data
intensive applications that are expected to benefit
from the ability of a network to dynamically
allocate and reserve lightpaths that are shared at
different times with other applications. Several
examples of these applications within areas such
as data mining and visualisation can be found
within the realm of the OptIPuter project. We
will also consider network situations were
multiple network providers must work together
in order to create end-to-end lightpaths. We will
assume that providers will allow applications or
its middleware to make lightpath reservations.
As lightpaths typically do not use network layer
data forwarding techniques and rely on layer-2 or
below technologies, access control to a lightpath
becomes more difficult, in particular if a
lightpath needs to be specifically bound to an
application. During the course of this paper we
will see that network domains and applications
can work together in different ways to make sure
applications, which reserve a lightpath, actually
get unique access to their reserved lightpath.
Hybrid networking concepts within networks
such as SURFnet6 4, Internet2s Dynamic Circuit
Network 5 (DCN), CA*Net UCLP 6, G-lambda 7
and GEANT2 Autobahn 8 allow applications to
reserve and use a lightpath on demand. Within
these networks it is however unclear how
particular applications can be given exclusive
access to a reserved lightpath, whilst preventing
other applications from using the same lightpath
during its use. In this paper, we show a token
based access control mechanism that can be used
for this purpose. Recent research and
development projects such as Phosphorus 9 and
Internet2 DCN aim at making network resources
Grid middleware enabled. The token approach is
being incorporated and tested in these projects.
A token provides a flexible mechanism that
allows the right to access a lightpath to be

associated with a request from an application.
After a user (or application) requests access to a
network resource, the network is capable to
recognize a token that enforces access across
multiple domains. We will show how tokens can
prevent other users or applications from gaining
access to the same resource at the same time.
The focus of this paper will be on the access
enforcement ability of the network, its
granularity, and ways how the network can
create the associated context needed to enforce a
token. We will only mention some of the policybased decision types that domains typically make
before they decide to grant access.
In the paper, we will first elaborate on the
concepts around tokens. We will then briefly
describe how these concepts were applied in
various provisioning and access control
enforcement models. We will end by briefly
describing demonstrations during subsequent
iGrid 2005 and Supercomputing (SC) events in
2005, 2006 and 2007.
2.0 The token as a concept in networking.
In this chapter we will elaborate on the concepts
around tokens in the context of networking.
Questions like “Why use tokens?”, “What is a
token?”, and “How are tokens created and
handled?” will be discussed.
2.1 Why use tokens?
Current optical network control and management
plane implementations do not employ
mechanisms that consider and enforce data-flows
from individual application sessions. These
implementations enable users to reserve and
allocate a lightpath. After allocation, the
application signals the network using protocols
such as RSVP-TE 10 or XML/SOAP that it likes
to use the lightpath. The allocation typically
specifies a lightpath between two endpoint
addresses, for example physical port numbers or
IP addresses. The network typically assumes that
the application component is directly connected
to the specified ports. Most mechanisms will first
authenticate and subsequently authorize the
application user before allowing the user to make
a reservation for time and bandwidth between the
endpoints. Once completed, the network does
however not enforce the relationship between the
user dataflow and the lightpath. The network
assumes that the application will use the same
ports as requested. It also assumes that no other

applications will share the connection at the
same time. These assumptions make authorized
public usage of hybrid networks, offering
lightpath services, more complicated. In
addition, authorized usage becomes more
complex when the reservation process involves
multiple domains. In such case, the downstream
domain must trust the upstream domain that it
forwards the intended flows. The pictured
problem is not unlike making reservations on a
multi-legged flight and selecting seats, without
the presence of airport authorities and/or airline
employees to enforce access to the intended
plane and its seat. Without such enforcement,
anybody could board the plane and occupy the
reserved seat without the rightful person being
able to prove his/her right to be seated on this
flight. Airlines use boarding passes. In networks
we propose to use tokens for the same purpose.
2.2 What is a token?
The word “token” is an overloaded term. The
term is likely to create confusion if we do not
define it in the context of our research and paper.
While the generic meaning of the word “token”
is “a visible or tangible representation of
something abstract”, “a characteristic or
distinctive sign or mark”, the “security token” as
it is defined in the Web Services Trust 11 context
actually means a security protected credential.
Within the context of this paper, we therefore use
the following general working definition for a
token:
“A shared abstract permission that is presented
as part of an access request in each domain”
The permission is a small piece of information
that unambiguously references information
providing the context of a specific lightpath
session. Tokens are used as part of a security
scheme, where its possession proofs a right when
challenged during resource access control phase.
Tokens are different from certificates and tickets
in the sense that a certificate carries multiple
attributes in a specified format and each attribute
has a defined and explicit meaning. A ticket also
carries attributes but its scope and validity is
limited and its format is application dependant.
Tokens, certificates and tickets have in common
that they are integrity protected and its
authenticity is ensured by the issuer or signer. In
comparison to a certificate or ticket, the meaning
of a token is strictly abstract.

